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Abstract—User interfaces (UIs) are the primary gateway for
users to access digital systems, ranging from healthcare and
finance applications to AI-powered platforms. Yet many of
these interfaces embed dark patterns – manipulative design
strategies that deceive, coerce, or otherwise influence users
into making unintended decisions that benefit services while
threatening users’ privacy, safety, and autonomy. Recently, the
UI design process has evolved rapidly with the widespread
adoption of generative AI. In particular, designers increas-
ingly use prompt-to-design generators (PRODEGENs) to create
UI prototypes directly from natural language prompts. This
emerging paradigm of designer–PRODEGEN collaboration may
reshape the landscape of dark patterns, yet its effects remain
largely unexplored. In this study, we investigate how such
collaborations influence dark patterns that harm users’ privacy
rights. Specifically, We conducted designer-centric studies with
17 professional UI designers to examine their awareness, atti-
tudes, and practices, and complemented this with a technical
evaluation of real-world prompts across multiple PRODEGENs.
Our analysis identifies both designer practices related to dark
pattern occurrence and mitigation, as well as system-level
factors in PRODEGENs that facilitate dark patterns, providing
insights for mitigating privacy risks from the perspectives of
designers, PRODEGEN developers, and end users.

1. Introduction

In recent years, deceptive user interface (UI) designs that
manipulate, deceive, or coerce users into making choices
that benefit service providers at the expense of users’ in-
terests, also known as dark patterns (DPs) [1], [2], have
become increasingly pervasive, posing a significant threat to
the privacy, safety and autonomy of online users [3], [4], [5].
Examples include permission request interfaces that mislead
users into granting data access for tracking [6], hard-to-
find privacy settings [7], consent dialogs that make rejec-
tion difficult or impossible [8], and dialogs with harmful
defaults [4] or preselected options [2], [9]. Prior research
has demonstrated that UI designers play a pivotal role as key
stakeholders in the creation and, at times, the perpetuation
of DPs [5], [10], [11], [12]. However, little research has
examined UI designers’ perceptions and practices related to
DPs. Understanding their DP awareness, attitudes, strate-

gies, practices, and constraints is crucial for preventing the
continued spread and reinforcement of DPs in real-world
applications.

Yet, obtaining such an understanding around UI design-
ers is becoming complicated due to the continuous evolution
of today’s UI design processes. In particular, with the rapid
advancement of generative AI (GenAI), many designers
have begun integrating GenAI tools into their everyday
design workflows [13]. A recent survey indicated that 89%
of designers use some form of GenAI tools in routine UI
design tasks [14]. One of the most commonly used types of
tools is the text-to-design generators (PRODEGENs), such as
Figma Make [15], Uizard [16], and Vercel’s V0 [17]. With
these tools, UI designers can generate UI design prototypes
directly from natural language descriptions of UI design
requirements and usage scenarios. For instance, a designer
can receive both the code and visual rendering of a UI,
such as a consent dialog, by simply providing a descriptive
prompt (e.g., “create a consent dialog with options to accept
or reject data collection”) to Figma Make.

The adoption of PRODEGENs has effectively enabled
a new UI design paradigm, where designers collaborate
with PRODEGENs, instead of following the traditional UI
research, ideation, and prototyping process. Such a de-
sign paradigm introduces previously unobserved factors that
could shape the development of DPs, such as DPs generated
by PRODEGENs (versus those created from scratch by de-
signers), the attitudes of UI designers toward them, and the
various ways in which they might handle and integrate the
generated UIs. However, while recent research has shown
that GenAI may generate DPs [18], there is still limited
understanding of how designer–PRODEGEN collaboration
might reshape the landscape of DPs in real-world UI design.
In this study, we address this knowledge gap by conducting
designer-centric studies on their use of PRODEGENs in
privacy-related design tasks, and technical evaluations of
real-world PRODEGENs. Specifically, we aim to answer the
following research questions:

RQ1: What are UI designers’ knowledge of DPs and
their capability to identify DPs in the UIs generated by
PRODEGENs?
RQ2: What are UI designers’ attitudes toward DPs in
the UIs generated by PRODEGENs?



RQ3: What strategies do UI designers adopt to mitigate
DPs in the use of PRODEGENs?
RQ4: What UI designer practices are associated with the
presence or mitigation of DPs in AI-generated UIs?
RQ5: How do different real-world PRODEGENs produce
(or are able to avoid) DPs in real-world UI design tasks?

To answer the first three questions (RQ1-RQ3), we
recruited 17 professional UI designers and engaged them
in privacy-related UI design tasks using a representative,
leading PRODEGEN, i.e., Figma Make [15]. Following this,
we conducted semi-structured interviews to explore their
knowledge, awareness, attitudes, and mitigation strategies
related to DPs in UIs generated by PRODEGENs. The
prompts that participants used in the design tasks form a
dataset representing real-world UI designers’ practices. To
answer the latter two questions (RQ4 and RQ5), we perform
a technical evaluation by running the prompts in the dataset
on several of the most widely used PRODEGENs, with
attribution analysis to identify designers’ potential practices
related to DP occurrence (pro-DP) or DP mitigation (anti-
DP) when creating prompts for PRODEGENs (RQ4), and
empirical comparative analysis to characterize the capabili-
ties of different PRODEGENs (RQ5). Together, the designer-
centric studies and technical evaluations help address the
lack of understanding regarding designer–PRODEGEN col-
laborations, offering further implications and suggestions for
reducing the harms of such patterns in the new era of GenAI
(e.g., from the perspectives of PRODEGEN developers, inter-
disciplinary DP researchers, and end users).

More specifically, the study presents the following note-
worthy insights:

RQ1: UI designers have concerningly limited knowledge
of and ability to identify DPs in PRODEGEN-generated
UIs. For instance, fewer than a quarter of the recruited UI
designers had previously heard of DPs; even after being
introduced to the concept, most of them fail to identify
such patterns in the generated UIs.
RQ2: In contrast to current research and user perceptions
of DPs, many UI designers viewed DPs in PRODEGEN-
generated UIs as beneficial. When encountering UIs
containing DPs, many UI designers perceived them as
beneficial for both businesses (e.g., helping collect more
user data, promote products, and retain users) and end
users (e.g., avoiding UI interaction errors, receiving more
information with better clarity), and aligned with prevail-
ing industry norms. Consequently, they reported that they
would adopt such generated UIs in their real-world UI
designs.
RQ3: UI designers are often unsure about the causes
and mitigation strategies of DPs. For instance, UI de-
signers reported uncertainty about whether their prompts
or the inherent behavior of PRODEGENs contributed to the
emergence of DPs. They either experiment with different
prompts in an attempt to reduce such patterns, or rely on
subsequent usability testing to identify and address them.
RQ4: UI designer’s pro-DP practices in creating prompts

may lead to the generation of DPs. Our attribution anal-
ysis shows that some designers adopt anti-DP practices,
such as adding usability, ethical, or privacy requirements
to the prompts, which can reduce the generation of DPs.
However, we also noticed that some prompts used by UI
designers are highly likely to induce the generation of
specific types of DPs.
RQ5: DPs are commonly found in UIs generated by
different PRODEGENs, and some PRODEGENs have design
and implementation failures that allow DPs to persist. We
found that all three PRODEGENs investigated in the study
generated UIs with DPs, and none of them have built-
in mitigations. Moreover, even when prompts are created
using anti-DP practices to avoid DPs, some PRODEGENs
still generate them due to various factors, such as flaws in
reasoning and UI code analysis, and failures to properly
compose UI components (or templates) from different
sources.

Suggestions. Addressing these questions enables us to
offer several suggestions to different stakeholders, including
PRODEGEN developers, regulatory authorities, and educa-
tors. First, the lack of built-in mitigation for DPs in PRODE-
GENs leaves UI designers entirely responsible for avoiding
DPs in UI design. Our study shows that it is technically
feasible for PRODEGENs to follow anti-DP practices in
prompts and generate fewer DPs. Hence, to reduce the
burden on the large population of designers, we encourage
the development of DP mitigations built into PRODEGENs.
Second, although regulatory resources for DPs are limited,
existing regulations largely rely on abstract judgments of
user perceptions to address the prevalence of DPs, which
undermines enforcement effectiveness and scalability. To
address this, we suggest that new regulatory frameworks
define clear harm–benefit tradeoffs across multiple stake-
holders (e.g., users and designers) and use these tradeoffs
to characterize DPs, thereby enabling more actionable and
scalable regulatory enforcement in practice. Third, our study
finds that the majority of recruited UI designers are still
unaware of the concept of DPs and have limited ability to
manage them in design tasks. To tackle this, we believe it
is important to develop systematic education and training
that provides UI designers with both knowledge about DPs
and the skills to create UIs free of DPs using PRODEGENs,
especially before PRODEGENs offer built-in mitigations.

The study involving UI designers was reviewed and
approved by the IRB of our institution. We have also made
the prompts gathered during the study, along with other
materials, available on GitHub [19].

2. Background

Dark patterns. In 2010 [1], Harry Brignull introduced the
term “dark patterns” (DPs) to describe deceptive UI designs
that manipulate users into actions they did not intend, often
to the advantage of online businesses. An example of a
DP is a preselected option that opts users in by default,
or a misleading button that is either visually deceptive or



not noticeable to users. Such DPs have been reported to
appear frequently in privacy-sensitive UIs, such as consent
management [8], [20], [21], [22], [23], [24], [25], permission
requests [6], privacy settings [7], [26], and account dele-
tion [27]. In 2018, Gray et al. further classified DPs into
five broad categories in their taxonomy [2]. Specifically, (1)
Nagging: Repeatedly prompting users to take action, often
in a persistent or intrusive manner. (2) Obstruction: Delib-
erately making a process more complex to discourage or
block certain actions. (3) Interface Interference: Modifying
the user interface to prioritize certain actions over others.
(4) Sneaking: Hiding, disguising, or delaying the display of
important information from users. and (5) Forced Action:
Requiring users to complete a specific task to access or
maintain certain functionality. We will use this taxonomy
to guide DPs reporting in the PRODEGEN-generated UIs.

UI design workflow in the pre-GenAI era. UI design
workflow [28], [29] is an iterative process guiding designers
from understanding user needs to delivering and refining
user-friendly interfaces. It typically starts with research and
discovery to gather insights on users, business objectives,
and context. Next, designers define user personas, informa-
tion architecture, and user flows to set the design direction.
Based on this, they create wireframes, visual designs, and
prototypes. Usability testing is then conducted to identify
issues and refine the design before handing it over to
developers for implementation. Throughout this workflow,
designers use various UI/UX tools, such as Miro [30] for
mapping user flows, and Figma [31] for designing and
prototyping UIs. However, they still rely on their expertise
and creative judgment to translate abstract requirements into
tangible user interfaces. DPs can be introduced at any stage
of the process, from business objectives that overshadow
user-centric design to the prototype stage that translate
design ideas to UIs.

UI design with PRODEGENs. With PRODEGENs, UI
designers only need to provide prompts specifying the re-
quirements for UI design and receive interactive prototypes,
typically in the form of front-end code and rendered UIs.
Although the implementations of PRODEGENs may vary,
they generally share several core components, as illustrated
in Figure 1. PRODEGENs often feature a designer conversa-
tional GUI where designers can enter prompts that describe
the expected UI. They then uses a design requirement anal-
ysis module to analyze the prompt and extract key semantic
elements, such as the UI’s purpose, required features, and
stylistic preferences. Subsequently, PRODEGENs typically
uses LLMs to generate the front-end code that produces a
UI prototype. This process often includes selecting and com-
posing external UI resources (either from the PRODEGEN’s
built-in knowledge or retrieved through online searches),
such as component libraries, pre-built templates, and im-
age repositories. Additionally, PRODEGENs may adapt these
resources on demand based on the prompt, e.g., modifying
visual styles to align with the extracted stylistic preferences.
Once the front-end code is generated, PRODEGENs lever-
age a UI rendering module to display the design for the

designer’s review. Based on this review, UI designers can
perform iterative refinement by entering new prompts in the
designer conversational GUI. Our study shows that both the
prompts and the internal implementation of PRODEGENs
(e.g., the reasoning of LLMs and their adaptation of UI
code) can impact the generation of UIs with DPs.

A prompt to design the 

expected UI

Designer

PRODEGENs

Code Generator

Interactive UI Prototype

UI Rendering Module

External UI Resources

Requirement Analysis Module

Code Adaptor

Conversational GUI

Figure 1: An overview of a PRODEGEN and its components

3. Designer-Centric Study

We conducted a designer-centric study to address three
research questions (RQ1–RQ3) concerning UI designers’
awareness of DPs, and their attitudes toward and approaches
to mitigating these patterns. As part of the study, UI design-
ers completed design tasks based on UIs that are related to
privacy and have previously been identified as affected by
DPs, alongside pre- and post-task interviews.

3.1. Recruitment of Participants

We recruited participants in the United States, target-
ing UI designers aged 18 years or older who had prior
experience using PRODEGENs for UI design. This crite-
rion ensured that participants’ input reflected authentic,
real-world use of AI design tools, rather than hypotheti-
cal or experimental engagement. To reach a broad audi-
ence, we distributed recruitment information through several
online communities for UI designers, such as Facebook
group “UI & UX Designers” [32] and Reddit community
“UI Design” [33]. We also leveraged participant referrals
to reach additional designers beyond these online commu-
nities. We observed thematic saturation (when no new codes
emerged during the interview data analysis) and stopped
recruiting more designers after 17 participants (P1-P17).
In total, 17 participants were recruited, 16 from the social
media platforms and one through referral.

Potential participants first completed a screening sur-
vey administered via Qualtrics [34]. Before presenting any
questions, the survey provides an informed consent form
that outlines the purpose and procedure of the study. Since
DPs are the central construct being examined, participants



need a definition to understand what they are agreeing to.
However, common DP definitions in the literature may carry
evaluative framing that can prime participants to respond in
socially desirable ways rather than reflecting their actual
reasoning and practices. To avoid this, we use a neutral
definition adapted from prior literature [1], with morally
charged terms (e.g., “deceptive,” “unethical,” or “tricks”)
intentionally removed to avoid evaluative framing. Specif-
ically, the form states: “The study examines UI designers’
perceptions and practices in using AI-powered UI design
tools (e.g., Figma Make) to design privacy-related UIs.
We aim to understand designers’ reasoning and strategies
regarding ‘dark patterns’ (DPs) in AI-powered UI design.
Dark patterns refer to interface designs that may influence
users’ decisions in ways they did not intend.” The form
further informs participants that their responses and use of
PRODEGENs during the study will be analyzed for research
purposes, and presents explicit options: “Yes, I agree to
participate” and “No, I do not agree to participate.”

For those who agree to participate, the survey presents a
set of eligibility questions, such as age and prior experience
using PRODEGENs for UI design. Then, the survey asked
about demographic information such as gender, education
level, and years of experience with UI design to ensure a
diverse sample. Finally, eligible participants were asked to
provide their email for scheduling the study session. Each
session was around 60 minutes and conducted via Zoom.
Each participant received a $40 Amazon gift card as com-
pensation for completing the study. The study was approved
by the IRB of our institution and adhered to the procedures
established by the IRB. The demographic information of
participants is presented in Table 4 in Appendix.

3.2. Gathering of UI Design Tasks

We developed eight UI design tasks for participants to
complete. This approach ensured that their responses were
contextualized within DP-related scenarios and captured
their spontaneous design attitudes and behaviors toward
DPs, grounded in their prior UI design experience. To
ensure the real-world representativeness of the tasks, we
first conducted a systematic literature review of prior studies
reporting DPs. Specifically, we gathered papers published
over the past 10 years from several leading privacy, software
engineering, and HCI venues, including CCS, USENIX,
NDSS, IEEE S&P, FSE, ICSE, ASE, SOUPS, CHI, PETS,
UIST, and CSCW. By searching for the direct keywords
“[dark|deceptive] pattern”, as well as the co-
occurrence of “[deception|deceptive]” and “user
interface”, we identified 60 papers that report on DPs.
We extracted eight UI design scenarios reported in at least
five papers as having privacy implications, covering a va-
riety of UIs such as cookie banners, ad personalization
settings, data access requests, and account deletion. Three
researchers with expertise in privacy and HCI collaborated
to create UI design task descriptions for each of the identi-
fied scenarios. This was followed by an iterative discussion
and refinement process, in which three students with UI
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Figure 2: Study Overview

design or frontend development experience reviewed the
descriptions (T1-T8) and provided feedback to enhance their
readability and comprehensibility. The full list of UI design
scenarios and task descriptions are presented in Table 1.

3.3. Study Procedure

As shown in Figure 2 and detailed at [19], we invited
each UI designer participant to a Zoom study session. Upon
joining a session, we welcomed each participant, introduced
ourselves, and explained the study procedure. After that, we
reminded participants that they could stop the interview at
any time if they had concerns. We also emphasized that our
goal was to understand their perceptions and practices, and
that there were no right or wrong answers to the interview
questions. We then asked pre-task questions about their
UI design background, including the size of their team or
company, their role within it, the tools (both traditional and
AI-powered) they used for UI design, and how frequently
they integrated AI into their design workflow.

Afterwards, each participant was provided with a testing
account for Figma Make [15], the PRODEGEN built into
Figma (a leading UI design platform with over 13 million
monthly active users [80]), followed by a brief introduc-
tion to the tool’s features and a demonstration of its use
to familiarize them with the platform. This procedure en-
sured that participants without prior experience with Figma
Make (e.g., those who used other tools) could familiar-
ize themselves with it before completing the design tasks.
Each participant was randomly assigned two tasks from
Table 1 and completed them one by one in Figma Make.
No guidance was provided during their design to preserve
the authenticity of their design approach. During the design
phase, participants began by creating prompts and using
Figma Make to generate UIs based on their prompts. They
were free to iteratively modify their prompts and interact
with the tool until they were satisfied that the tasks had
been completed. Upon completion of each task, we asked
participants open-ended, design-related questions, such as
their feelings regarding the generated UIs, their overall user
experience, and the considerations they had in mind when
designing the prompts.

After completing the two assigned tasks, we conducted
a semi-structured interview focusing on DPs in the UIs par-
ticipants created in Figma Make. We first asked participants



TABLE 1: Privacy-Related UI Design Tasks

UI Design Scenario UI Design Task Description

T1: Cookie banners [10], [20], [21], [22],
[24], [35], [36], [37], [38], [39], [40], [41],
[42], [43], [44], [45], [46], [47]

Please design a cookie banner for a website. When users first visit this website, the banner will
ask whether they agree to the storage and use of cookies.

T2: Ads personalization settings [2], [7],
[8], [46], [48], [49], [50], [51], [52], [53]

Please design an ads personalization settings interface for a website (or app) that allows users
to adjust whether their personal data could be used for personalized advertising or not.

T3: Account deletion flow [4], [9], [27],
[36], [41], [46], [51], [54], [55], [56], [57],
[58], [59], [60], [61]

Please design an account deletion function for a website (or app). When users choose this
function, the flow will allow them to permanently remove their account and all associated
personal information from the service.

T4: Account sign up with newsletter sub-
scription [7], [36], [44], [46], [57], [62]

Please design a sign-up with email subscription option for a website (or app). When users first
register, they should be able to create an account while opting in/out to receive marketing and
promotional emails (such as newsletters and discount offers).

T5: Newsletter unsubscription flow [3], [6],
[26], [36], [41], [44], [46], [57], [63], [64],
[65], [66], [67], [68], [69], [70], [71], [72]

Please design an unsubscribe page for a website that allows users to opt in/out of receiving
newsletters or marketing emails.

T6: Privacy policy consent [7], [8], [23],
[27], [36], [46], [57], [66], [73], [74], [75],
[76], [77], [78]

Please design a privacy policy consent interface for a website (or app). When users first access
the website (or app), the interface will require them to read and agree to its privacy policy
before continuing to use it.

T7: User data access request flow [27], [41],
[46], [55], [66]

Please design a user data access request function for a website (or app). When users initiate
this function, it will let them request and receive a copy of the personal data the website (or
app) has collected about them.

T8: Permission redirect UI [46], [57], [58],
[76], [79]

Please design a permission redirect UI for an app. The interface will guide users to the system
settings for them to grant system permissions such as location and notification.

whether they had heard of the term dark pattern (DP). If
participants were unfamiliar with the concept, we briefly
explained what DPs are using the neutral definition used
in the consent form, along with an illustrative example.
Participants were asked whether they noticed any DPs in
the generated UIs. At the same time, the interviewer, who
has extensive DP research experience, identified DPs present
in the participants’ designs based on the taxonomy and
examples outlined in Gray et al. [2] (these DPs were later
confirmed by the full research team). If participants were
unaware of these DPs or misidentified them, the interviewer
pointed out the actual DPs in their designs and probed
their thoughts about them. We then asked about participants’
attitudes toward the DPs, including how they perceive the
DPs (e.g., “What are your thoughts on the presence of
such dark patterns?”), how the DPs impact user experience,
and how participants’ teams or companies might view the
DPs. We also asked why they think such patterns might
have appeared and which parts of their prompts could have
contributed to them. Finally, we asked whether these DPs
should be kept or removed, how the prompts could be
improved to avoid them, and what other technical or non-
technical approaches could help prevent similar issues in
the future. Note that all interview questions were designed
to be open-ended and neutrally framed, in order to avoid
leading language and minimize researcher bias to ensure
that participant perspectives were elicited and presented
respectfully. The list of interview questions are available
at [19].

At the end of the Zoom session, we thanked the partic-
ipants and concluded the meeting. Afterwards, we followed
up with them via a survey and asked them to create prompts
for the six tasks not covered during the session due to
time constraints. In this study, we used this set of prompts
to facilitate the technical assessment of designers’ use of

PRODEGENs in Section 5. Overall, we collected participants’
data, including recordings of the Zoom sessions (capturing
both screen sharing during the tasks and audio during the
interviews), as well as their prompts and the UIs they
generated in Figma Make. Each participant completed two
UI design tasks, except for P4, who completed only one
due to internet issues, resulting in a total of 33 tasks. Our
analysis shows that 27 of the tasks resulted in UIs containing
DPs, with the most prevalent types of DPs being Interface
Interference (Visual), Interface Interference (Preselection),
and Obstruction (examples of these DPs will be discussed
in Section 4.2). Table 2 presents the distribution of DPs
across different UI design tasks and participants.

3.4. Data Analysis

We used inductive thematic analysis [81] to analyze
the data. We first transcribed the audio-recorded interviews
into text and anonymized all sensitive information. We
then familiarized ourselves with the data, including audio
transcripts, screen-sharing recordings, participants’ prompts,
and the UIs generated in Figma Make. Each of the three
researchers from the study team independently noted poten-
tial codes related to participants’ awareness, understanding,
attitudes, rationale, practices, approaches, and challenges
regarding DPs in their UI design. An initial set of candidate
codes was generated through independent coding of the first
five transcripts and subsequently consolidated into a code-
book comprising 61 codes. The remaining transcripts were
then analyzed using this codebook, with additional codes
incorporated as needed until data saturation was reached
after P14. To ensure consistency and rigor, the researchers
iteratively compared codes, revisited the original data, and
refined interpretations through multiple discussions. Finally,
similar codes were collated into subthemes, resulting in 14



TABLE 2: Dark Patterns Appearing in PRODEGEN-generated UIs for In-Session Tasks

Task P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16 P17

T1 ▲ ▲ ◆ ▲ ▲
T2 ▲ ◆ ■ ❙ ■
T3 ★ ▲ ★ ▲ ★ ▲
T4 ◆ ◗ ❙
T5 ▲ ★ ■ ◆ ❙ ■ ▲ ❙
T6 ■ ■ ▲ ★ ❙ ❙
T7 ▲ ★
T8 ▲ ◗ ▲ ▲ ◗

* ■: Interface Interference (Preselection), ▲: “Interface Interference (Visual),” ◆: “Sneaking,” ★: “Obstruction,”, ◗: “Forced Action,” and ❙: “None
of DP.”

subthemes. For example, P8 noted that using different colors
makes elements more visually salient, while P12 mentioned
that color differences help indicate distinct button func-
tions; both were categorized under the subtheme “DPs pro-
vide users with visual clarity”. These subthemes were then
grouped into overarching themes by identifying conceptual
relationships among them. For instance, subthemes such as
”Benefit businesses” and ”Benefit end users” were grouped
into overarching themes like ”Perceived Benefits of DPs”
based on their co-occurrence across participants. In total,
we identified three overarching themes. A thematic map
was created to illustrate the relationships among themes,
subthemes, and codes. Finally, we reviewed and refined this
map to ensure that the themes and subthemes accurately
captured the meanings within the coded data and formed a
coherent pattern.

4. Findings from the Designer-Centric Study

4.1. Designers’ Prior Knowledge about DPs

Awareness of DPs among participants is generally
low. Only four participants (P7, P9, P10, P14) reported
having heard of DPs, while the majority (13 participants)
were unfamiliar with the concept. Among those who were
aware of DPs, the sources of their knowledge varied. P7,
a freelancer, mentioned learning about the concept from
a YouTube video. Participants P9, P10, and P14, on the
other hand, were all working in large companies and learned
about DP through formal training, such as school training
and company’s bootcamp. They later gained a deeper un-
derstanding through work experience and social media. For
example, P14 noted:

“I actually learned about it from one of my pro-
fessors, and then I went on YouTube to learn what
it truly is.”

These findings suggest that the awareness of DPs among
designers is relatively scattered and largely dependent on
formal education and informal learning via social media,
lacking systematic training or a unified framework. This
uneven understanding may affect their ability to identify and
address DPs effectively during user experience design.

4.2. Designers’ Attitude toward DPs

Most UI designers could not identify DPs in UIs and,
even when they do, tend to keep them. After we
introduced the concept of DPs, four participants were able
to identify DPs in the UIs they had generated, whereas 13
participants did not recognize any. When we subsequently
pointed out the DPs in their UIs, only five participants
agreed that their UIs indeed contained a DP, six participants
did not consider their UIs to contain any DPs. The remaining
two participants agreed that some of the DPs we identified
are indeed DPs (e.g., preselected choices in T4), while
arguing that others are not (e.g., color differences between
the reject and agree buttons in T1). Even among the five
participants who agreed that the UIs contain DPs, three of
them preferred to keep the DPs and use them in real-world
UI design.
4.2.1 Perceived Benefits of DPs
Participants consider DPs to benefit businesses. Three
participants (P1, P10, P11) believed that DPs could benefit
companies and their business interests in several aspects:

(1) Designers viewed DPs as a strategic design choice
for collecting more data from users. Some DPs observed
in the generated UIs are related to the processing of user
personal data. For example, making the “Accept all” option
in the cookie banner more visually prominent or framing
consent requests as “Help us improve your experience” can
nudge users into permitting the collection and sharing of
more data than they initially intended. We classify these DPs
as belonging to Interface Interference, where manipulative
visual presentations or interaction flows steer user choices
about data collection. However, participants indicated that
they would like to retain such DPs, viewing them as a
strategic design choice that serves business interests. For
example, P11 described intentionally designing a cookie
banner to hide the “Reject all” option, making it less likely
that users would quickly decline data collection:

I hid the “Reject all” option underneath the inter-
face, because I more or less did not want users to
make decisions faster or more transparently. From
the perspective of a shopping website designer, I
want to obtain users’ data and understand their
journey on the site.

While noting that the use of DPs could be beneficial,
participants also noted that some applications of DPs con-



stitute abuse and are malicious, e.g., deliberately blocking
users from unsubscribing or preventing them from exercis-
ing control over their data. For example, the same participant
(P11) mentioned that:

As an employee of the company, what I’m doing
is for the company’s benefit. However, if I use
malicious tactics, such as preventing you from
unsubscribing, or other more extreme measures,
I consider that an abuse of dark patterns.

(2) DPs help companies promote their products and
services. Participants also reported that they would like to
keep some DPs because they serve marketing purposes. An
example is the use of pre-checked options for newsletter
subscriptions during account sign-up (T4). We interpret this
DP as Interface Interference [2] (or more specifically, prese-
lection [1]), as it automatically opts users into a service they
may not want, making it harder to decline while increas-
ing the number of users receiving promotional newsletters.
Besides the DPs identified in the UI design tasks, some
participants also cited UIs from their own companies, which
leverage DPs to promote slow-selling products by disguising
them as personalized recommendations – practices that were
previously less known. For instance, P10 described:

“I found that our company’s “For You” section,
which is supposed to be a recommendation panel,
actually displayed slow-selling products. This was
created by the marketing team. After reporting it,
it was changed so that the “For You” section truly
reflected personalized recommendations.”

(3) DPs help companies retain customers. Participants
mentioned that some DPs in the generated UIs would help
companies retain customers, and they would not remove
them in the company’s interest. The most prominent exam-
ples of such DPs are Obstruction [2], which are designed
to make a process more difficult than necessary, with the
goal of discouraging users from taking actions they intend
to perform, e.g., making the unsubscription process cum-
bersome, obscuring exit options, and complicating the delete
account feature. When probed about their motivations, some
participants revealed the mindset that users intending to
leave are no longer customers and, therefore, do not warrant
customer obsession. As a result, they felt no obligation to
consider the negative impacts that these DPs might have on
users who unsubscribe or delete their accounts. For instance,
P1 explained his rationale for retaining the DPs:

“We don’t need to worry about the user experience
for those who use the delete option, because once
they do, they’re no longer our users.

Participants consider DPs to benefit end users. Par-
ticipants believed that not all DPs necessarily harm users.
Instead, some DPs can benefit the end users in their user
experience, such as helping users avoid accidental errors, get
more visual clarity, learn more about a service, and increase
their satisfaction.

(1) Participants found that DPs help users avoid
accidental errors in their UI interactions. Four partici-
pants (P7, P10, P13, and P14) argued that certain DPs can

help users avoid errors. For example, P7, P10, and P13
preferred to keep DPs that add extra steps before account
deletion, such as asking users to confirm multiple times,
select reasons for deletion, and re-enter their passwords
(even though they were already signed in when attempting
to delete their account). We consider that such DPs fall
under the category of Obstruction [2], as they introduce
friction into the deletion process, potentially trapping and
frustrating users, which may ultimately prevent them from
deleting their accounts. P14 noted that they would use DPs
that include alarming visual elements (e.g., large, big red
button) to warn users about the consequences of deleting
an account. However, such DPs, as reported in [82], would
evoke an emotional response in the user and create the
impression that deleting an account is a dangerous action,
which discourages the user from proceeding. However, from
the designers’ perspective, participants argued that all these
DPs in the account deletion UIs are rooted in Nielsen’s
usability heuristic [83], which asserts that interfaces should
prevent unintentional errors. Thus, they perceived these DPs
as user-centered design practices that could help users rather
than cause any harm. For instance, P14 mentioned that:

“There are certain instances probably your might
just, you know, mistakenly type on your keyboard
or probably tab on your phone. So it might be
that you don’t necessarily want to proceed to this
page, probably by accident.”

(2) Participants note that DPs provide users with
visual clarity. Participants (P8, P12, P15, P16, and P17) did
not consider using different colors for buttons to be a DP,
even when the “Accept” button appeared more prominent
than “Opt Out.” They argued that color differentiation is
a good design practice, as different colors help users un-
derstand that the buttons perform different functions, with
visual contrast clarifying meaning and guiding decision-
making. However, we interpret such a design as constituting
Interface Interference, since a visually dominant “Accept”
button and a less noticeable “Opt Out” button are common
DP tactics used to highlight options that benefit the company
while de-emphasizing those it disfavors. This subtly nudges
users toward clicking “Accept,” even though both options
should be equally accessible. For example, P12 noted

“It is a good design because if the two buttons
had the same color, users might be tricked into
thinking they perform the same function.”

(3) Participants believe that DPs help users learn
more about a service. Some UIs generated by PRODEGEN
offer a one-month free trial during the registration process.
Participants considered that such free trials help users by
allowing them to explore or understand product features they
might not initially be familiar with. However, based on the
taxonomy [2], we classify this type of design as Sneaking
and Forced Action, as the services conceal the true cost or
intent behind the “free trial”. Specifically, free trials often
require users to enter payment details upfront, leading to
automatic charges if users forget to cancel, thereby forcing
them into a transaction they may not have intended. This



design benefits the company by converting trial users into
paying subscribers through inertia or forgetfulness. For in-
stance, P2 emphasized the value of providing limited-time
free trials as a means of exposing users to additional product
functionality:

“No, I won’t modify it because there should be a
free one-month premium trial to test the app and
know more about its features.”

(4) Participants found that DPs can increase user
satisfaction. We found that some participant-created UIs
adopt linguistic framing that influences users’ perceptions
of value. For instance, participants use selective clarity and
strategic wording (e.g., “5 GB data transfer”) to evoke a
sense of worth or exclusivity, encouraging users to choose
higher-priced options, while employing vague or less infor-
mative language (e.g., “high-speed data”) for cheaper plans.
We consider such UI designs to constitute the Interface
Interference DP, as they manipulate how information is pre-
sented to influence user choices. This design creates a sense
of emotional satisfaction associated with higher spending,
subtly nudging users toward premium plans and reinforcing
the perception that paying more equates to greater value and
quality. By leveraging ambiguity and presentation cues, the
design makes users feel that the premium option reflects
better personal worth, thereby improving both conversion
rates and perceived customer satisfaction, as P11 described
his work experience:

“I want users who are willing to spend only $5 a
month to feel my product is great value for money,
and I also want users who spend $25 to feel what
they are buying is even more valuable.”

Participants consider DPs as aligned with industry
norms or following best practices. For example, par-
ticipants noted that the use of color contrast to make one
option (typically “Accept” or “Continue”) more prominent
than others (such as “Decline” or “Cancel”) is widespread in
real-world interfaces. However, we believe that this design
falls under Interface Interference, as it steers users toward
a particular choice through visual emphasis. Participants
noted that such practices have become normalized within
the industry, and therefore they did not view them as de-
ceptive tactics but rather as conventional design standards
that align with users’ expectations of interface behavior. This
perspective reflects a utilitarian UX mindset, designing for
the majority outcome to reduce friction and improve flow,
even if it compromises the neutrality of choice. For instance,
P5 mentioned:

“I think that visual is okay because we see it
everywhere... I don’t think all options are equal
and UX tend to favor the one most people choose.”

Participants also believed that as long as a UI design
complies with legal norms, including pre-selected options
that align with the company’s preferred outcomes, the de-
sign is acceptable. Yet, based on the taxonomy [2], such
a design represents a DP of Interface Interference, as it
subtly steers users toward a particular choice unless they

actively change the default setting. Although some partici-
pants acknowledged the potential bias in these designs, they
emphasized that the practice is legally justified and reflects
the institutional normalization of DPs, provided users retain
the ability to opt out later. This represents a compliance-
minimalist approach, where the interface technically meets
legal requirements (by including an opt-out mechanism) but
prioritizes regulatory compliance over user experience. For
instance, P5 explained:

“Legal eventually gave us the answer: you don’t
have to show it to them on the flow, but you do
have to give them an option afterwards to opt out.”

4.2.2 Perceived Harms of DPs
Although most participants found the use of DPs is ben-

eficial, a small number of participants expressed reluctance
to implement specific DPs due to reputational and usabil-
ity concerns. First, two participants (P10, P12) recognized
the reputational risks of using Obstruction DPs in design.
They noted that overtly manipulative practices, such as
making unsubscribing or opting out cumbersome and time-
consuming, create negative user emotions (e.g., anger, frus-
tration, and betrayal) and ultimately damage the company’s
reputation and brand perception. These participants viewed
such DPs as ethically unacceptable and counterproductive,
as such DPs prioritize short-term user retention over long-
term credibility and loyalty. For instance, P10 illustrated this
issue using the example of The New York Times:

“I feel like they (The New York Times) are serious
about journalism, and they are a good news com-
pany. Their dark pattern is that you must call to
unsubscribe, which is very annoying for users.”

Only one participant raised concerns about the usability
issues caused by DPs. He identified Obstruction DPs, such
as requiring users to download their data as a JSON file, a
machine-readable but not human-readable format, as creat-
ing confusion and barriers for users. For most non-technical
users, this format is inaccessible, requiring additional tech-
nical skills or file conversion to interpret the content. Al-
though the company technically provides “data access,” this
usability barrier effectively discourages users from viewing
or managing their own information. Participants’ reason-
ing reflected a user-centered ethic, as they criticized this
practice for being unfriendly and exclusionary. They argued
that companies should provide data in accessible, human-
readable formats to promote genuine transparency and user
empowerment, as P14 described:

“This part is stating that the download will be in
JSON file, which I believe some users might not
be tech-friendly in the sense that they might not
know what a JSON file is. ”

4.3. Approaches to Removing DPs

When asked about the approaches the UI designers
believe could remove the DPs in the generated UIs, they
suggested several potential solutions.



Through prompt modification. Participants reported three
strategies they could adopt to modify the prompts and
remove DPs in the UIs. The first strategy focuses on prompt-
level control (P3, P14, P15), explicitly instructing the AI
not to generate UI elements that contain DPs by using
corrective language and intentional guidance grounded in
design ethics. For example, after we explained that using
buttons with different colors could be considered as DPs,
P3 began providing more specific instructions in the prompt,
such as adjusting the prompt to say “buttons have similar
color” to remove the DPs. Similarly, when the AI initially
generated a feature that allowed users to download their data
in JSON format, P14 revised the prompt to say: “Instead of
the data being downloaded in JSON format, make it plain
text.” P15 also used this strategy, adding prompts such as
“don’t use default choice” to avoid misleading defaults.

The second strategy focused on element-level prompt
editing. Rather than concentrating on the entire prompt,
this strategy emphasized micro-level control, allowing par-
ticipants to guide the AI in making context-specific, lo-
calized modifications instead of broad, automatic changes.
Such control helps prevent unbounded AI edits that could
introduce new DPs, inconsistencies, or unintended global
changes. For instance, P10 would select specific UI com-
ponents and give targeted instructions such as “no pre-
selected” to eliminate deceptive defaults.

“If you don’t specifically select the element and
only give Figma Make instructions verbally, it of-
ten ends up modifying other parts of the interface
as well, which you actually don’t want to change.
So I usually select the specific element before
asking it to make changes.”

The third strategy focused on code-level control, repre-
senting a more technically intensive approach to removing
or correcting DPs. In this strategy, participants directly
intervened at the code level, allowing for complete control
over design behavior and visual implementation. However,
this method required substantial technical knowledge and
was time-consuming, as participants needed to interpret and
modify complex PRODEGEN-generated code structures. For
instance, P17 mentioned that they sometimes modified the
UI by directly editing the generated code but noted that this
approach was challenging because they first had to spend
considerable time understanding the structure of the code
before making any meaningful changes.
Through usability testing. Another approach highlighted
by participants (P9, P13, P14) for removing DPs was in-
ternal usability testing. This method enables designers to
identify potential DPs early in the design process and ad-
dress them before products are released to the public. The
advantage of this approach lies not only in the proactive
detection of DPs but also in serving as an ethical audit,
embedding ethical principles into the design process. How-
ever, the effectiveness of this strategy depends on whether
usability testing teams are trained to recognize and avoid
DPs and whether the organization fosters a shared ethical
standard. In companies lacking a strong ethical culture or

explicit guidelines, usability testing may focus solely on
technical functionality rather than DPs. For example, P13
noted:

“Our company focuses on transparency and user
trust, reviewing designs through usability testing,
ensuring options like Accept and Decline are
equally clear and follow ethical guidelines. We
also train the design team to support and always
avoid manipulative elements, early in the design
process.”

Compromise through rationalization. Three participants
(P6, P9, P13) expressed uncertainty about why DPs ap-
peared in PRODEGEN-generated designs. They reflected on
both the behavior of PRODEGENs and their own instructions,
attempting to diagnose the cause of the DP rather than
immediately correcting it. These participants were unsure
whether the issue stemmed from their own prompts or
from the AI system itself. This ambiguity led to a form
of compromise, in which they did not directly remove the
DPs but instead attributed their presence to AI limitations
or misinterpretations rather than intentional design choices.
For example, P6 reflected on the AI’s output and thought
it was not caused by the prompt: “Well, I don’t think those
words are used. . . using those prompts in AI can cause a
dark pattern.” Yet, another participant (P9) suggested that
AI might have misinterpreted their instructions: ”I’m not
pretty sure as to why, because probably the AI misread my
prompts in a way. Although I added that, you know, like
’user friendly’.”

5. Technical Analysis of PRODEGENs

This section explores answers to RQ4 (anti-DP and
pro-DP UI designer practices) and RQ5 (how different
PRODEGENs produce or can avoid DPs) by running prompts
used by UI designers on real-world PRODEGENs, including
Figma Make [15], Lovable [84], and Vercel V0 [17], all of
which are among the top AI prototyping tools [85], [86].
Prompt dataset for UI design. In the post-session survey,
we received responses from 16 study participants, including
prompts created by the designers for a variety of design
tasks (listed in Table 1). P4 chose not to complete the
survey, and P11 did not provide a prompt for T4. Therefore,
our dataset includes a total of 127 prompts for UI design
with PRODEGENs, with each task having 16 prompts, except
for T4 that has 15. We expect this dataset to reflect how
designers with preliminary DP knowledge (who participated
in our task-based and interview studies) would leverage
PRODEGENs in real-life UI design.

5.1. RQ4: Understanding UI Designer Practices

To answer RQ4, we perform (1) an attribution study
to understand the key texts in the designer prompts that
contributed most to the generation or disappearing of DPs,
followed by (2) a thematic analysis of the texts to form
a tentative categorizations of designer anti-DP and pro-DP



practices. Note that, due to the limited number of designer
prompts we obtained, we explore a preliminary understand-
ing of UI designer practices (which we found helpful in
informing useful suggestions to the community), rather than
aiming for a comprehensive, large-scale analysis.
5.1.1 Analysis Methodologies

Perturbation-based text attribution. In machine learning
(ML), attribution helps identify which parts of the input
contributed most to the output of ML models. Various
attribution methods have been proposed, with two ma-
jor categories being gradient-based [87], [88], [89] and
permutation-based [90], [91], [92], [93], [94] attribution.
In this study, we adopt permutation-based attribution due to
the noise in gradient-based methods [95] and the difficulty
of inspecting gradients in black-box PRODEGENs.

Specifically, as shown in Figure 8 (in the Appendix),
each prompt (P) consists of a main UI design purpose
sentence (q) that describes the overall design task (such
as “design a cookie banner...”), along with a series of
relatively independent sentences that detail the design expec-
tations (ei) (such as “keep it clean and easy to read”), i.e.,
P = q, e1, e2, . . . , en. With multiple runs of PRODEGENs,
each prompt will be associated with a probability score
indicating the likelihood that the prompt leads to a DP,
SP = f(O = DP |P). Informed by the Leave-One-Out per-
mutation method [90] (a classical method suited for isolating
the effect of individual inputs), we evaluate the contribution
of each ei to the generation of a DP by removing each ei
and calculating the conditional probability change. In other
words, for each ei, we compute the probability that the
modified prompt P ′ = P\ei leads to a DP, i.e., SP′ . The
change in the probability score, ∆ = SP′ − SP , indicates
how much ei affects the occurrence of DPs. For example,
∆ > 0 suggests that removing ei increases the occurrence
of DPs (in other words, using ei indicates a potential anti-
DP practice for UI designers). Conversely, ∆ < 0 suggests
a potential pro-DP practice.

In this study, we manually identified the purpose sen-
tences in the 127 prompts and then break each prompt
into smaller sentences using spaCy [96]. By permuting
these prompts and removing each expectation sentence, we
generate a total of 335 unique prompts. For each prompt,
we run Figma Make five times to calculate the probability
that it leads to a DP, resulting in a total of 1,675 runs. We
choose five runs, as we observe that, although Figma Make
is probabilistic, the generated UI across different attempts
is largely consistent when the same prompt is used.
Labeling DPs. To determine whether the PRODEGEN-
generated UIs contain DPs, two authors familiar with the
concept of DPs independently reviewed the 1,675 generated
UIs and labeled potential DPs. We leveraged Krippendorff’s
alpha coefficient [97], a widely used measure to evaluate
agreement between the professionals. Specifically, the two
professionals achieved a Krippendorff’s alpha of 0.91, indi-
cating high reliability in DP labeling. The two professionals
then compared their results and addressed disagreements
through discussions. In total, among the 1,675 UIs, 1120
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Figure 3: Probability changes caused by different sentences
in the prompts regarding DP generation.

(66.9%) were found to contain at least one DP. Further
comparison of the probability scores revealed that the per-
mutation of 26 expectation sentences resulted in ∆ > 0
(potential anti-DP practice), while 4 expectation sentences
resulted in ∆ < 0 (potential pro-DP practice). Figure 3
shows the distribution of the probability change in DP
generation. Later, we use these sentences as a basis to
approach a preliminary understanding of designer practices.
Inductive thematic analysis. We used a similar thematic
analysis approach [81] (as described in Section 3.4) to ana-
lyze the 30 sentences. The two cybersecurity professionals
read all the sentences and independently developed initial
codes related to DP-specific details and designer consider-
ations. They then compared their initial codes and refined
and consolidated them through an iterative process. This
process resulted in a total of 32 codes, with two sentences
yielding more than one code. After grouping these codes,
we identified five themes, with four suggesting anti-DP
designer practices and one corresponding to potential pro-
DP practices. We released the dataset of prompts and the
sentences identified as affecting the appearance of DPs on
an anonymous website [19].
5.1.2 Potential Anti-DP Practices of UI Designers

AD1: Provide detailed UI design specifications. Fourteen
of the 26 sentences with ∆ > 0 provide detailed UI design
specifications. For instance, P13’s prompt for T7 specified
that “a user data request flow with a confirmation step
and a download option”. With this sentence, the generated
“data access request” UI uses a single page for users to
confirm and submit their data access request (as shown in
Figure 4a). However, without this text, the generated UI
will require users to navigate through four different pages
to request, verify identity, process, then download (as shown
in Figure 4b). This UI design represents an Obstruction DP
that deliberately makes it difficult for users to exercise their
right of data access, by requiring extra navigation through
the pages. Although it is difficult to draw a conclusive
conclusion on the cause, we believe that providing detailed
UI design specifications places constraints on the probabilis-
tic UI generation of PRODEGENs, reducing the space for
unintended manipulative features to emerge.



(a) UI without DP (b) UI with Obstruction

Figure 4: Two UIs for data access request

AD2: Include explicit guidelines to avoid DPs. Two
of the 26 sentences provide clear guidelines for avoiding
specific DPs. For example, P3’s prompt for T1 explicitly
asks PRODEGENs to “use the same color for buttons.” When
this guideline is not used, the prompt leads to DPs in all runs
of Figma Make, where the “accept” button in cookie banner
UIs is visually more prominent than the others – an instance
of Interface Interference. This attribution result confirms the
effectiveness of the strategies reported by participants in the
interview study (Section 4.3), who noted that they could use
targeted changes to the prompts to eliminate DPs.
AD3: Add usability requirements to UI design. Seven of
the 26 sentences highlight the requirement that the generated
UIs should be usable and simple. For example, P6’s prompt
for T4 (Account sign-up with newsletter subscription) in-
structs to “keep it clear, minimal, and easy to complete.”
With this requirement, the generated UI has only a 40.0%
(2/5) chance of including a preselection for the newsletter
subscription option (again, an instance of Interface Inter-
ference). Without this requirement, however, the UI always
comes with the option preselected, influencing users’ deci-
sion on the potentially unwanted subscription. We notice that
similar requirements also helped reduce DPs in the prompts
of three other designers, such as “make the UI user-friendly”
(P8), “keep it clear and polite” (P13), and “keep the page
clean and simple” (P14), confirming the cross-pollination of
usability and DPs in UI designs.
AD4: Asks for UI designs that prioritize ethics and
privacy. Five of the 26 sentences instruct PRODEGENs to
follow ethical practices and respect users’ privacy. For ex-
ample, P13 created a prompt asking PRODEGENs to “make
it feel secure and respectful” for the UI design task of user
data access request (T7). No DPs were observed in the
generated UI when this instruction was present, while all
five runs of Figma Make without this instruction contained
a DP with Obstruction, identical to the one presented in
Figure 4b. Similarly, P10’s prompt for T2 (Ads personal-
ization settings) includes an instruction to “respect users’
privacy preferences and increase transparency.” With this
instruction, the UI has a 60.0% lower chance of containing a
DP that opts users into ads personalization by default (which
allows businesses to use personal data, such as browsing
history and search queries, for targeted advertising). These

examples highlight the fact that Figma Make, specifically
its underlying GenAI model (i.e., Claude Sonnet 4), was
capable, to some extent, of assessing whether the UI design
is ethical and respects privacy. However, in the PRODEGEN,
this capability is not enabled in its design and implemen-
tation. As a result, all UI designers have to take on the
responsibility of carefully crafting prompts, identifying, and
preventing the emergence of DPs when using PRODEGENs
for UI design tasks.
5.1.3 Potential Pro-DP Practices of UI Designers
PD1: Use of DP-inducing UI prompts. All four sentences
leading to ∆ < 0 are found to include information that
induces the appearance of certain DPs. An example is P3’s
prompt for T5 (newsletter unsubscription), which contains
an instruction to “use a hyperlink with the unsubscribe title”.
This sentence precisely describes an Obstruction that makes
confirming unsubscription difficult, as shown in Figure 5a,
where a less noticeable link is used for users to confirm
unsubscription, compared to the more prominent button to
cancel the unsubscription (i.e., stay subscribed). We were
unable to conclude the cause behind the designer using the
instruction (after the study has been done). However, we
suspect that the UI designer either used or observed such
a design in their own practice but did not recognize it as a
DP due to a lack of awareness.

(a) Unsubscription UI with ob-
struction.

(b) Unsubscription UI with a
sneaking resubscription.

Figure 5: Two UIs for newsletter unsubscription

Another prompt created by P2 for T5 also induces DPs,
but the cause is different. Specifically, P2 describes part of
the unsubscription flow as “clicks ‘Confirm Unsubscribe’ →
success message appears → ‘Resubscribe’ link displayed.”
As a result, the unsubscription UI immediately displays a
resubscribe button upon unsubscription, as shown in Fig-
ure 5b, similar to the Sneaking DP reported in [98]. This
DP creates the impression that the unsubscription was not
fully completed when it actually was, leading the user to
accidentally click the button and resubscribe to what they
intended to unsubscribe from. Upon closer analysis of this
prompt, we found that P2 used a structured, lengthy prompt
template, as shown in Figure 9. In other words, not only
can PRODEGENs generate UIs with DPs, but the everyday
use of general-purpose LLMs may also produce UI design
instructions that induce DPs, leading to the propagation of
DP-inducing instructions from such LLMs to PRODEGENs.



5.2. RQ5: Comparative Analysis of PRODEGENs

5.2.1 Overall Results of Different PRODEGENs

TABLE 3: DPs Caused by Different PRODEGENs
Figma Make Lovable Vercel V0

PRODEGEN Runs w/ DPs 409 (64.4%) 420 (66.1%) 403 (63.5%)
Prompts w/ DPs 88 (69.3%) 97 (76.3%) 95 (74.8%)

Design Tasks w/ DPs 8 8 8

Besides Figma Make, we analyze two other PRODE-
GENs: Lovable [84] and Vercel V0 [17], which UI designers
reported using most often that others. Similar to Section 5.1,
for each PRODEGEN, we run the prompts in the dataset five
times and report the probability score indicating whether the
resulting UIs contain DPs. We followed the same labeling
process to determine DPs. In total, we ran PRODEGENs
1,270 times (127 prompts, each run five times on two
PRODEGENs). We reused the Figma Make results from
Section 5.1.
DPs are commonly found in UIs generated by PRODE-
GENs, with no substantial differences across PRODE-
GENs. Specifically, the two cybersecurity professionals re-
ported that, in total, two PRODEGEN runs led to UIs contain-
ing DPs, with a Krippendorff’s alpha [97] of 0.93. Table 3
shows the distribution of DPs across different PRODEGENs.
Notably, Lovable generates 420 (66.1%) UIs with DPs out
of 635 runs, while Vercel V0 generates 403 (63.5%) UIs
with DPs, compared to Figma Make which generated 409
(64.4%) UIs with DPs. Given the similar results, we believe
that none of these PRODEGENs are significantly better than
the others at mitigating DPs in UI design generation. This
finding is confirmed by the Repeated Measures ANOVA [99],
which showed no significant difference among the condi-
tions (F(2, 30) = 0.34 , p = 0.713 > 0.05).
5.2.2 Potential Design and Implementation Failures

Figure 6 uses a heatmap to visualize how the three
PRODEGENs produce UIs with DPs across different prompts
and UI design tasks. We hypothesize that the differential as-
pects in the figure, where the probability of one PRODEGEN
is significantly higher than that of the other PRODEGENs in
terms of producing UIs with DPs, reveal potential design
and implementation failures in the PRODEGEN. To test this
hypothesis, we leverage an empirical rule to narrow down
the scope of manual analysis. Specifically, for each prompt,
given the probabilities that the three PRODEGENs generate
UIs with DPs, i.e., (S1, S2, S3), we analyze PRODEGEN i
for the prompt if the z-score of Si is greater than 1. With
this rule, we prioritize the analysis of 12 prompts for a
specific PRODEGEN, which are highlighted with rectangles
in Figure 6.
F1: Reliance on LLM-based understanding of UI
code. We found that in the UI code generation step, PRODE-
GENs generally relied on LLMs’ capabilities to evaluate
whether the UI code met the design expectations specified
in the prompt. However, LLMs are limited in analyzing
the complex UI code, which causes DPs to appear in

the UIs generated for five prompts (highlighted in red in
Figure 6). For example, for P3’s prompt in T1, Lovable
is more likely to cause DPs compared to the other two
PRODEGENs. Specifically, P3 used a prompt that contains
an anti-DP practice, i.e., “use the same color for buttons.”
for generating cookie banners, which led Figma Make to
avoid the Interface Interference DP (see Section 5.1.2).
However, Lovable still creates UIs with the DP, where the
“Accept” button appears in a filled, vivid blue, while the
“Decline” button is white and less noticeable. From the UI
design generation logs, we found that Lovable mistakenly
considers both buttons to be the same blue color, noting that
“Currently both buttons use the same blue color from the
design system.” Closer analysis of the UI code reveals that
the “Decline” button appears blue only when the website
is in dark mode, while the UI code sets the mode to
light by default. In other words, Lovable failed to analyze
the dependency between the website mode and the button
color, resulting in an incorrect assessment that the designer’s
expectation had been met (but actually not). To address the
failure, one potential suggestion for Lovable could be to base
the evaluation of UIs against designer expectations not only
on the UI code (which may become unreliable as the code
complexity increases), but also on more reliable methods,
such as analyzing the UIs (e.g., screenshots) that are actually
rendered.
F2: Failure to compose incompatible UI components and
templates. For the other seven prompts (highlighted in blue
in Figure 6), we found that DPs largely stem from the failed
composition of incompatible UI components and templates
from different sources. An example is P16’s prompt in T6,
where the designer asks for a design of “privacy policy con-
sent interface for website or app.” We noticed that, Figma
Make appears to search for and compose pre-built UI com-
ponents from an existing dataset, such as Tailwind [100].
However, while composing the application UI layout (with a
white background) and the individual button (with white text
on a transparent background), incompatibility issues arise.
This incompatibility leads to an Obstruction DP where the
“Accept and Continue” button in the privacy policy consent
UI is highlighted where “Decline” is invisible, as shown in
Figure 7. We note that such failures in composing different
UI components are not accidental errors, but rather a design
gap that appears in other PRODEGENs as well, such as
Lovable when handling P17’s prompt for T6.

6. Discussion

6.1. Suggestions to Different Stakeholders

Built-in DP mitigation in PRODEGENs. Our study reveals
that it is common for PRODEGENs to generate UI designs
containing DPs. Currently, UI designers need to craft proper
designs or to review the generated UIs to ensure that they
are free of DPs. Unfortunately, many UI designers have low
awareness of DPs (Section 4.1) and are likely unable to
identify or avoid DPs in UIs, leaving a chance that DPs



Figure 6: The comparison of three PRODEGENs in terms of generating DPs. ( : F1, : F2)

Figure 7: An obstruction DP for privacy policy consent (T6).

will continue to be generated and adopted in the real world.
Through the analysis of the prompts, we found that the
LLMs used by PRODEGENs are often capable of reasoning
about DPs and avoiding them, for example, when prompts
emphasize usability, ethics, and privacy. Therefore, we think
that a technically feasible option could be for PRODEGENs
to support built-in DP mitigation, which would reduce the
burden on all UI designers (whether senior or novice).
DP regulation based on more concrete harm–benefit
tradeoffs of multiple stakeholders. A key finding of this
study is that, although many DPs are reported as harmful
from end-user perspectives [25], [43], [57], [66], UI de-
signers often perceive them as beneficial to both businesses
and end users and consider them aligned with current in-
dustry norms (Section 4.2.1). As a result, even though DP
regulations exist and base enforcement on user perceptions
(i.e., the “net impression” of users, as noted in the FTC
staff report [101]), UI designers (or services) may continue
to adopt such practices in real-world UIs, in part due to
their perceived benefits. This situation creates a practical
challenge for existing DP regulation, which must operate
under limited resources while addressing the widespread

presence of DPs. Currently, regulatory agencies like the FTC
provide high-level guidance that “businesses should look
not just at the effect their design choices have on sales,...,
but also on how those choices affect consumers [101].”
However, due to the lack of concrete and operationalizable
criteria, such guidance is difficult for designers to follow
in real-world design processes. Hence, for DP regulations
to be more effective and scalable, we argue that more
concrete harm–benefit tradeoffs should be defined and dis-
cussed across multiple stakeholders, including end users
and designers (or services), and that enforcement should be
grounded in these tradeoffs rather than relying solely on “net
impressions” or high-level design judgment.
Systematic DP knowledge and skills training for UI
designers. Our study finds that the majority of UI design
professionals (76.5% of participants) are still unaware of the
concept of DPs, limiting their ability to address harmful pat-
terns in design tasks. Therefore, we advocate for increased
efforts to provide UI designers with systematic training,
through formal education or workforce development, on DPs
and their harmful impacts before they engage in real-world
UI design. Moreover, we found that some UI designers use
prompts containing anti-DP practices, while others either
do not or even adopt pro-DP practices that lead to the
appearance of DPs. Therefore, in addition to introducing
DP concepts, we suggest that education and training also
cover how to compose prompts with anti-DP practices, so
that designers can develop skills for effectively interacting
with PRODEGENs.

6.2. Limitations and Future Work

This study has several notable limitations. First, the
findings are based on a small sample of participants and
a limited set of design tasks, which may restrict the gen-
eralizability of the results. In this study, we relied on the-
matic saturation to determine the number of participants and
developed design tasks that were reported to have privacy
implications. Therefore, we consider the findings likely to



capture common types of DPs that pose privacy risks to end
users, rather than to provide a statistically robust and com-
prehensive evaluation of designers’ practices (which would
require a significantly larger sample size and a wider variety
of design tasks). Second, we recruited US participants be-
cause the US has extensive research and legal enforcement
related to DPs, such as regulations under the FTC Act [102],
[103], that combat deceptive practices. While we believe the
findings from these US-only participants provide valuable
insights, they may not generalize to other regions where dif-
ferent legislation shapes designers’ attitudes and practices.
Hence, future research is needed to examine how designers’
perceptions and practices about DPs vary across countries
with different regulatory frameworks. Third, due to the lack
of transparency in commercial PRODEGENs, we were only
able to assess them as largely black boxes and make best-
effort attributions and analyses of their responses to prompts.
This has limited our ability to comprehensively identify
design and implementation failures and offer more technical
recommendations to improve PRODEGENs. To address this
gap, our future work plans to engage the developers of
PRODEGENs to gain a better understanding of how they are
designed, implemented, and the considerations surrounding
the generation of DPs, among other factors.

We also note that our goal was to understand how
designers notice, evaluate, and respond to DPs generated
by GenAI tools, rather than to compare AI-generated DPs
with human-designed ones, which would require controlled
comparative experiments. Given that GenAI-powered UI
design tools are still emerging, this exploratory study is
a necessary first step to capture the reasoning processes
that influence whether AI-generated DPs are resisted or
normalized in practice. While controlled comparative studies
are an important next step, our work provides the behavioral
context needed to design and interpret such causal compar-
isons. Additionally, we did not examine the relationships
between participants’ awareness of, or training in, DPs and
the prompts they used. Investigating this relationship would
require a larger participant sample and carefully designed
educational interventions and assessments, which we leave
for future work.

7. Related Work

Research on Dark Patterns. Recently, dark patterns
(DPs) have attracted broad attention across multiple research
domains, such as Human–Computer Interaction (HCI) [2],
[36], [41], [46], [49], [51], [68], [69], [79], security and
privacy [4], [6], [7], [8], [21], [23], [24], [25], [47], [59],
[61], [71], [74], [104], [105], and software engineering [50],
[70]. Some of the studies investigated DPs by developing
taxonomies [2], [4], [105], or unveiling the presence of
DPs across various platforms and services, such as social
media [51], shopping websites [68], digital games [79], and
smart home [49], [74]. Several other studies reported the
impacts and perceptions of end users [25], [43], [57], [66],
or proposed DP mitigation strategies like education [46] and
adding technical interventions on UIs [41], [44]. The study

most closely related to this research is Zhang et al. [3],
which reported on the perceptions of UI designers regarding
the implementation of privacy dark patterns. However, while
both this study and our study engage UI designers, they
differ in that Zhang et al. examine how designers inter-
pret other designers’ DPs (attribution), whereas we study
how designers justify their own willingness to use DPs
(self-justification). This is conceptually and methodologi-
cally distinct: our participants articulate internal decision
frameworks that legitimize DP adoption, which Zhang et
al. were not designed to capture. Although some high-level
themes overlap (e.g., business goals), our findings extend
beyond perception to endorsement, e.g., designers reframe
DPs as “user-centered” practices. We also examine a distinct
context, i.e., DPs generated by GenAI, and in that context,
we reveal designers’ awareness of DPs in AI-generated UIs,
perceived harms, GenAI-specific mitigation strategies, and
technical assessments of anti-/pro-DP strategies in prompts
and across different GenAI tools.
GenAI used in UI Design and DPs. AI-powered tools
have been applied at various stages of UI design and devel-
opment, including creating UI mockups from high-level text
descriptions [106], [107], [108], [109], translating UI mock-
ups into working code [110], [111], [112], and evaluating UI
designs to provide feedback for improvement [113], [114],
etc. In recent years, a key factor accelerating the develop-
ment of such tools has been generative AI, particularly large
language models (LLMs), which have proven useful in most
of these tasks [107], [108], [109], [111], [112], [113], [115].
The PRODEGENs analyzed in this study share similar goals
with some of the tools discussed in previous studies [106],
[108], [111], but they are primarily commercialized and
non-transparent. In addition to assisting UI design, LLMs
have also been found to generate DPs when creating UI
designs (e.g., in e-commerce design tasks [18]). On the other
hand, recent studies highlight that LLMs can be used to
detect [116], address [117], and prevent [118] the creation of
DPs in UI designs. These studies are related to our research
as both involve LLMs. However, instead of general-purpose
LLMs, we provide new insights into how UI designers
interact with, perceive, and collaborate with PRODEGENs
that are specifically built for UI design. This leads to a
deeper understanding of how this emerging type of design
tool may affect the landscape of DPs.

8. Conclusion

This study explores the impact of PRODEGENs on the
generation of dark patterns (DPs) in UI design, particularly
in privacy-related tasks, through designer-centric studies
and technical analysis of PRODEGENs. We found that UI
designers often lack awareness of DPs and struggle to
identify them in PRODEGEN-generated UIs; many designers
perceive DPs as beneficial, which could exacerbate their
spread. Our findings also reveal that PRODEGENs lack built-
in DP mitigations, and place the burden on designers to
avoid DPs. We suggest that better designer training, built-in



mitigations in PRODEGENs, and a reevaluation of the harm-
benefit tradeoff of DPs are necessary to reduce their impact
in real-world applications.
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Appendix A.
Additional Tables and Figures

Design a cookie banner that appears when users first
visit the site. Include a short message, a link to
learn more, and clear "Accept" and "Decline" buttons
. Keep it clean and easy to read.

Figure 8: An example of prompt used by P6.
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TABLE 4: Participants’ Demographic Information

No. Company Scale Age

Years of
UI/UX
Design UI Platform Design

Domain

P1 Small Team 18–25 3–5 Web
Small Business
(e.g., restaurant)

P2 Small Team 26–35 3–5 Web Branding/Logo
P3 Small Team 18–25 3–5 Web †

P4 Small Team 26–35 5+ Mobile
Digital
Product

P5 Large Company 46–60 5+ Web †
P6 Small Team 18–25 3–5 Web/Mobile †
P7 Freelancer 18–25 3–5 Mobile Game
P8 Freelancer 26–35 3–5 Web Graphic/Visual
P9 Large Company 18–25 1–2 Web †
P10 Large Company 26–35 5+ Web Enterprise

Software

P11 Large Company 26–35 3–5
In-Vehicle

HMI
Automotive

HMI
P12 Small Team 18–25 1–2 Web †
P13 Large Company 18–25 1–2 Web Graphic/Visual
P14 Large Company 18–25 5+ Web †

P15 Small Team 26–35 3–5 Web
Delivery
Product

P16 Freelancer 26–35 5+ Web/Mobile Graphic/Visual

P17 Small Team 36–45 5+ Web

Entertainment/
Media/
Gallery

† Prefer not to disclose.

1. Figma Make Features
Auto Layout: Structure text, radio buttons, and

confirmation buttons neatly.
Components & Variants: Use for radio buttons or

checkboxes (selected/unselected).
Prototyping: Simulate the unsubscribe confirmation

flow.
Text & Color Styles: Maintain clear hierarchy and

branding consistency.
2. Prompts to Use

"Design a clean unsubscribe page for a website with
an option to stop receiving marketing emails."

"Include a short thank-you or feedback message, and a
visible ’Unsubscribe’ button."

"Use a simple layout with friendly wording and brand
colors."

3. User Interaction Flow
User clicks the "Unsubscribe" link in an email.
Page opens, showing their email address and message:
"We’re sorry to see you go. Would you like to

unsubscribe from all newsletters?"
User selects: "Yes, unsubscribe me."
User clicks: "Confirm Unsubscribe."
Success message appears: "You have been unsubscribed.

You’ll no longer receive marketing emails."
A "Resubscribe" link is displayed.

Figure 9: An example of prompt template created by P2.



Appendix B.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

B.1. Summary

This paper studies privacy dark patterns in prompt-
to-design generators (PRODEGENs) through a designer-
centered user study and a follow-up analysis of prompts and
outputs across multiple tools. The paper provides empirical
insight into how designers identify, justify, and attempt to
mitigate dark patterns in AI-assisted UI design workflows.

B.2. Scientific Contributions

• Provides a New Data Set For Public Use
• Provides a Valuable Step Forward in an Established

Field

B.3. Reasons for Acceptance

1) This paper provides a valuable step forward in an
established field. It addresses a timely security and
privacy problem at the intersection of dark patterns
and GenAI-assisted UI design, and extends prior work
on manipulative interface design to AI-assisted design
tools.

2) The paper combines a designer-centered user study
with a follow-up technical analysis on multiple PRODE-
GEN tools. This gives the paper useful empirical scope
and provides new evidence about designers’ awareness
of dark patterns, the justifications they offer, and the
prompting strategies they use in response.

3) The paper provides a new data set for public use.
The collected prompts, outputs, and qualitative findings
have the potential to support future work on privacy
dark patterns, AI-assisted design, and the security and
privacy implications of generative design systems.

B.4. Noteworthy Concerns

1) The paper does not include a baseline comparison to
traditional UI design workflows. Therefore, it does not
establish how much GenAI changes the prevalence of
dark patterns.
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